
[image: image1.wmf]
SITE SECURITY CONTROLLER
Location: 
Gloucester


Program:
Severn


Reporting to:
Stanley Pearson
Position Concept

Reporting to the Company Security Controller, perform the Site Security Controller role required by the Ministry of Defence for Lockheed Martin UK Ltd Integrated Systems & Solutions Limited (LMUK IS&S).
Duties/Responsibilities

· Interpretation, implementation and enforcement of  the HM Government Manual of  Protective Security, optimising the impacts on the business as far as possible

· Achievement and maintenance of List X status at required Programme sites

· Report to the Lockheed Martin UK Integrated Systems & Solutions Limited (LMUK IS&S) Company Security Controller and implement security directives as required
· Perform supplemental roles as required by MoD to enable the Programme Team to handle, receive information with special markings. Presently such roles include STRAP Security Officer
· Accreditor for LMUK IS&S Networks processing information up to and including the Restricted level in accordance with current HMG Infosec Standards

· Manage and maintain the site aspects and requirements of the LM UK Crisis Management Procedure

· Participation in company forums in which Security has a role

· Management of  the following activities:

· Site Security education and publicity

· Development and maintenance of required Site security policies and procedures

· Investigation of Site/Programme  related breaches of Security including implementation of all required corrective actions, reporting both the existence of such breaches and the outcome of any investigations, to the LMUKIS&S Company Security Controller.
· Administration of site physical security activities including office, secure room and secure container access   

· Achievement of  MoD accreditation of Site IT systems and related hardware and software 

· Provision of security support to classified contracts and bids including international activities

· Carrying out the required  MoD classified document controls
Qualifications/Experience

· Knowledge of MoD security rules and practices

· Experience dealing with MoD and industry security staff is highly desirable

· Key traits are leadership, team-working and analytical ability

· A good grounding in IT Security matters

· The ability to assess and manage risk to ensure adequate and appropriate levels of protection are afforded

· Due to the nature of the role performed it is necessary for the applicant to be able to be granted a UK Security clearance at the Developed Vetting stage.
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